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1. Purpose
This policy sets out how Cuerden Parish Council (CPC) collects, uses, stores, and protects personal data in compliance with the UK General Data Protection Regulation (GDPR), the Data Protection Act 2018, and other relevant legislation.
2. Scope
This policy applies to all councillors and employees and any volunteers and contractors who may need to handle personal data on behalf of the Council.
3. Accountability
· The council is the Data Controller
· As a micro parish, the Clerk will act as the Data Protection Lead (DPL)
· Chair – oversight / deputy
· Councillors – individually responsible.
· A deputy (elected Chair) will be in place to cover Clerks absence for SARs and breaches.
4. The Data Protection Principles
The Council will ensure that personal data is:
· Lawful, fair, and transparent – processed only where there is a valid legal basis. 
· Collected for specific purposes – and not used for an unconnected purpose. 
· Adequate, relevant, and limited – only what is necessary is collected.
· Accurate and up to date – with corrections made promptly when notified.
· Stored no longer than necessary – in line with the Cuerden Parish document retention policy.
· Secure – protected against unauthorised access, loss, or damage.
5. Lawful Bases for Processing
The Council will process personal data under one or more lawful bases, including:
· Legal obligation (e.g., statutory duties such as planning consultations)
· Public task (e.g., delivering council services)
· Consent (where freely given and recorded)
· Contract (where necessary to fulfil an agreement)

Cuerden Parish Council has also published a detailed Privacy Notice Policy on our website detailing our lawful basis for processing specific pieces of data.
6. Data Collected
Examples include:
· Contact details of staff, residents, suppliers, and contractors
· Minutes of meetings (which may contain personal data)
· Correspondence (letters, emails, forms)
· Employment and volunteer records
· Financial records

7. Data Subject Access Requests (SARs) (see separate policy for full details)
Individuals have the right to:
· Access their data
· Request correction or deletion
· Restrict or object to processing
· Data portability when applicable.  For more details on this refer to the ICO Data Portability Guide
8. Data Security
· Data will be shared only where necessary and proportionate.
· Paper records are stored in a locked drawer/cabinet in the clerks’ office.
· Electronic data is protected by passwords and encryption
· Regular backups and secure disposal of obsolete data are undertaken
· Access is limited to authorised personnel only
· All third party providers will be covered by written Data Processing Agreements.
· Regular deletion of emails once categorised and immediate reporting, blocking and deletion of any spam mail.
9.  Data Breaches
· Any suspected breach will be reported immediately to the Clerk (DPL).
· The DPL will assess the risk and if serious notify the Information Commissioner’s Office (ICO) within 72 hours.
· Deputy arrangements must exist for continuity and this is the elected Chair for this instance. 
10.  Data Retention
· The Council will follow its Retention Schedule to ensure personal data is kept only as long as necessary, then securely destroyed.  See CPC Data Retention Schedule Policy

11.  Informal Practices

· Personal email: minimise and forward records
· Messaging apps for example Whatsapp, no sensitive data, no decision-making.
· Personal devices may be used but must be secure and managed, not used for indefinite storage.

12. Councillor Responsibilities

Councillors must not disclose data informally, retain unnecessary data or bypass formal processes.  
Annual data protection training is mandatory and must be undertaken and recorded. 

13.  Complaints 

Complaints to be handled internally with defined timescales as per CPC Complaints Procedure Policy before escalating to the ICO.
For any questions regarding this policy contact the DPL at  clerk@cuerdenparishcouncil.org.uk or by letter c/o 28 Cuerden Close, Bamber Bridge, PR5 6BX

 Adopted by:  Cuerden Parish Council 

Signed: ___________________________ (Chair)    Date: ___________________________
